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§ 83.6 Accounting of certain disclo-
sures. 

(a) With respect to each system of 
personnel records, GAO shall, except 
for disclosures made under §§ 83.4(a) and 
83.4(b), keep an accurate accounting 
of— 

(1) The date, nature, and purpose of 
disclosure of a record to any person; 
and 

(2) The name and address of the per-
son, agency, or organization to whom 
the disclosure is made. 

(b) Such accounting shall be retained 
for at least 3 years or the life of the 
record, whichever is longer, after the 
disclosure for which the accounting is 
made. 

(c) Except for disclosures made under 
§ 83.4(e), the accounting shall be avail-
able upon written request to the indi-
vidual named in the record.

§ 83.7 GAO policy and requirements. 
(a) GAO shall maintain in its per-

sonnel records only such information 
about an individual as is relevant and 
necessary to accomplish an authorized 
official purpose. Authority to maintain 
personnel records does not constitute 
authority to maintain information in 
the record merely because a need for it 
may develop in the future. Both Gov-
ernment-wide and internal agency per-
sonnel records shall contain only infor-
mation concerning an individual that 
is relevant and necessary to accom-
plish GAO’s personnel management ob-
jectives as required by statute, GAO in-
ternal directive, or formal agreements 
between GAO and other Federal agen-
cies. 

(b) GAO shall make every reasonable 
effort to collect information about an 
individual directly from that indi-
vidual when the information may re-
sult in adverse determinations about 
the individual’s rights, benefits, and 
privileges under Federal programs. 
Factors to be considered in deter-
mining whether to collect the data 
from the individual concerned or a 
third party are: 

(1) The nature of the information is 
such that it can only be obtained from 
another party; 

(2) The cost of collecting the infor-
mation directly from the individual is 
unreasonable when compared with the 

cost of collecting it from another 
party; 

(3) There is virtually no risk that in-
formation collected from other parties, 
if inaccurate, could result in a deter-
mination adverse to the individual con-
cerned; 

(4) The information supplied by an 
individual must be verified by another 
party; or 

(5) Provisions are made, to the great-
est extent practical, to verify informa-
tion collected from another party with 
the individual concerned. 

(c) GAO shall inform each individual 
whom it asks to supply information for 
a personnel record, on the form which 
it uses to collect the information or on 
a separate form that can be retained by 
the individual, of— 

(1) The authority for the solicitation 
of the information and whether disclo-
sure of such information is mandatory 
or voluntary; 

(2) The principal purpose or purposes 
for which the information is intended 
to be used; 

(3) The routine uses which may be 
made of the information, as published 
pursuant to paragraph (d)(4) of this sec-
tion; and 

(4) The effects, if any, of not pro-
viding all or any part of the requested 
information; 

(d) Subject to the provisions of para-
graph (i) of this section, GAO shall 
publish in the FEDERAL REGISTER, upon 
establishment or revision, a notice of 
the existence and character of its sys-
tems of personnel records. Such notice 
shall include— 

(1) The name and location(s) of each 
system of personnel records; 

(2) The categories of individuals 
about whom records are maintained in 
each such system; 

(3) The categories of records main-
tained in each system of personnel 
records; 

(4) Each routine use of the records 
contained in each system of personnel 
records, including the categories of 
users and the purpose(s) of such use; 

(5) The policies and practices of GAO 
regarding storage, retrievability, ac-
cess controls, retention, and disposal of 
the records; 

(6) The title and business address of 
the GAO official who is responsible for 
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maintaining each system of personnel 
records; 

(7) GAO procedures whereby an indi-
vidual can ascertain whether a system 
of personnel records contains a record 
pertaining to the individual; 

(8) Procedures whereby an individual 
can request access to any record per-
taining to him contained in any system 
of personnel records, and how the indi-
vidual may contest its content; and 

(9) The categories of sources of 
records in each system of personnel 
records. 

(e) GAO shall maintain all records 
which it uses in making any deter-
mination about any individual with 
such accuracy, relevancy, timeliness, 
and completeness as is reasonably nec-
essary to assure fairness to the indi-
vidual in the determination; 

(f) GAO shall, prior to disseminating 
any record about an individual to any 
person other than a Federal agency, 
make all reasonable efforts to reassure 
that such records are accurate, com-
plete, timely, and relevant for GAO’s 
purposes; 

(g) GAO shall make reasonable ef-
forts to serve notice on an individual 
or his authorized representative when 
any personnel record on such indi-
vidual is being made available to any 
person under compulsory legal process 
as soon as practicable after service of 
the subpoena or other legal process; 

(h) GAO shall establish rules of con-
duct for persons involved in the design, 
development, operation, or mainte-
nance of any system of personnel 
records or files or in maintaining any 
record, and to instruct each person 
with respect to such rules and require-
ments of this part, including any other 
rules and procedures adopted pursuant 
to this part; 

(i)(1) GAO shall establish and main-
tain appropriate administrative, tech-
nical and physical safeguards to ensure 
the security and confidentiality of per-
sonnel records. At a minimum, these 
controls shall require that all persons 
whose official duties require access to 
and use of personnel records be respon-
sible and accountable for safeguarding 
those records and for ensuring that the 
records are secured whenever they are 
not in use or under the direct control 
of authorized persons. Generally, per-

sonnel records should be held, proc-
essed, or stored only where facilities 
and conditions are adequate to prevent 
unauthorized access; 

(2) Except for access by the data sub-
ject, only employees whose official du-
ties require and authorize access shall 
be allowed to handle and use personnel 
records, in whatever form or media the 
records might appear. To the extent 
feasible, entry into personnel record 
storage areas shall be similarly lim-
ited. Documentation of the removal of 
records from storage areas must be 
kept so that adequate control proce-
dures can be established to assure that 
removed records are returned intact on 
a timely basis and properly controlled 
during such period of removal. 

(3) In addition to following the above 
security requirements, managers of 
automated personnel records shall es-
tablish and maintain administrative, 
technical, physical, and security safe-
guards for data about individuals in 
automated records, including input and 
output documents, reports, punched 
cards, magnetic tapes, disks, and on-
line computer storage. As a minimum, 
the safeguards must be sufficient to: 

(i) Prevent careless, accidental, or 
unintentional disclosure, modification, 
or destruction of identifiable personal 
data; 

(ii) Minimize the risk of improper ac-
cess, modification, or destruction of 
identifiable personnel data; 

(iii) Prevent casual entry by persons 
who have no official reason for access 
to such data; 

(iv) Minimize the risk of unauthor-
ized disclosure where use is made of 
identifiable personal data in testing of 
computer programs; 

(v) Control the flow of data into, 
through, and from computer oper-
ations; 

(vi) Adequately protect identifiable 
data from environmental hazards and 
unnecessary exposure; and 

(vii) Assure adequate internal audit 
procedures to comply with these proce-
dures. 

(4) The disposal of identifiable per-
sonal data in automated files is to be 
accomplished in such a manner as to 
make the data unobtainable to unau-
thorized personnel. Unneeded personal 
data stored on reusable media, such as 
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magnetic tapes and disks, must be 
erased prior to release of the media for 
reuse. 

(j) At least 30 days prior to publica-
tion of information under paragraph 
(d)(4) of this section, GAO shall publish 
in the FEDERAL REGISTER notice of any 
new use or intended use of the informa-
tion in the system, and provide an op-
portunity for interested persons to sub-
mit written data, views, or arguments 
to GAO.

§ 83.8 Standards of conduct. 
(a) GAO employees whose official du-

ties involve the maintenance and han-
dling of personnel records shall not dis-
close information from any personnel 
record unless disclosure is part of their 
official duties or required by statute, 
regulation, or internal procedure. 

(b) Any GAO employee who makes an 
unauthorized disclosure of personnel 
records or a disclosure of information 
derived from such records, knowing 
that such disclosure is unauthorized, or 
otherwise knowingly violates these 
regulations, shall be subject to appro-
priate disciplinary action. GAO em-
ployees are prohibited from using per-
sonnel information not available to the 
public, obtained through official du-
ties, for commercial solicitation or 
sale, or for personal gain. Any em-
ployee who knowingly violates this 
prohibition shall be subject to appro-
priate disciplinary action.

§ 83.9 Social Security number. 
(a) GAO may not require individuals 

to disclose their Social Security Num-
ber (SSN) unless disclosure would be 
required— 

(1) Under Federal statute; or 
(2) Under any statute, executive 

order, or regulation that authorizes 
any Federal, State, or local agency 
maintaining a system of records that 
was in existence and operating prior to 
January 1, 1975, to request the SSN as 
a necessary means of verifying the 
identity of an individual. 

(b) Individuals asked to voluntarily 
provide their SSN shall suffer no pen-
alty or denial of benefits for refusing to 
provide it. 

(c) When GAO requests an individual 
to disclose his or her SSN, it shall in-
form that individual whether that dis-

closure is mandatory or voluntary, by 
what statutory or other authority such 
number is solicited, and what uses will 
be made of it.

§ 83.10 First Amendment rights. 
Personnel records or entries thereon 

describing how individuals exercise 
rights guaranteed by the First Amend-
ment to the United States Constitution 
are prohibited, unless expressly author-
ized by statute or by the individual 
concerned, or unless pertinent to and 
within the scope of an authorized law 
enforcement activity. These rights in-
clude, but are not limited to, free exer-
cise of religious and political beliefs, 
freedom of speech and the press, and 
freedom to assemble and to petition 
the Government.

§ 83.11 Official Personnel Folder. 
(a) GAO shall establish and maintain 

an Official Personnel Folder for each of 
its employees, except as provided in 
the GAO/U.S. OPM/GSA Memorandum 
of Understanding (see subsection (b)). 
Except as provided for in Federal Per-
sonnel Manual (FPM) Supplement 293–
31 there will be only one Official Per-
sonnel Folder maintained for each em-
ployee. 

(b) GAO/U.S. OPM/GSA Memorandum 
of Understanding. The Memorandum of 
Understanding agreed to by the U.S. 
General Accounting Office, the U.S. Of-
fice of Personnel Management (U.S. 
OPM), and the National Archives and 
Records Service of the General Serv-
ices Administration (GSA), Appendix I, 
constitutes the official and sole agree-
ment concerning the continuity and 
coordination of the Official Personnel 
Folder. 

(c) GAO policy is to assure con-
tinuity and coordination of the Official 
Personnel Folder when a person, for 
whom an Official Personnel Folder has 
been established, separates from GAO, 
or transfers to or from GAO from or to 
a Federal agency subject to regulations 
of the U.S. OPM relating to Official 
Personnel Folders. GAO will maximize 
the pooling of information between 
itself and those Federal agencies sub-
ject to U.S. OPM rules and regulations 
concerning the Official Personnel Fold-
er so that a GAO employee may trans-
fer to and from other Federal agencies 
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